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Moving data to the cloud has been the critical data security challenge confronting organizations  
in the past few years.

With the cloud transition well underway, the spotlight has turned to securing end-user devices like smart phones and tablet 
computers, and in particular, the use of employee-owned devices for business purposes—“bring-your-own-device” or BYOD.

BYOD benefits often include reduced hardware costs for the organization and greater employee satisfaction from using a 
single portable device for workplace and personal needs.  However, BYOD also raises significant data security and privacy 
concerns, which involve liability risk, some of which may require organizations to play catch-up to control.

The following is a summary of the key initial considerations lawyers and compliance personnel should take into account when 
creating the framework of an organization’s BYOD policies.

Step One—BYOD Assessment and Policy Framework Options
Before rolling out a BYOD program, organizations should determine what BYOD activities may already be occurring.  (E.g., 
Who is using personal devices? What kind of information is being stored/processed/transmitted on those devices? How are 
personal devices connecting to the organization’s internal networks?)  If BYOD activities are already taking place, it may be 
necessary to develop policies that reflect those activities or terminate or limit some of them on a going forward basis.

The next step is to decide whether BYOD is technically and/or financially feasible for the organization.  This is because 
BYOD implicates a wide range of compliance and legal issues, and some of these issues vary depending on the scope of an 
organization’s BYOD strategy, the information processed by personal devices, and in some cases, industry-specific issues and 
legal requirements.  Ultimately, if the risks and costs associated with BYOD outstrip the benefits, a BYOD strategy may be 
abandoned altogether and BYOD prohibited.

If it is determined that BYOD is feasible, the organization next needs to select the best technical means for program 
implementation, and decide whether and how to integrate mobile devices into the existing IT infrastructure.  Three common 
approaches for securing mobile devices are (from most to least secure): virtualization, the “walled garden,” and limited 
separation.  Under virtualization, the organization provides remote access to its computing resource via the mobile device 
through an encrypted VPN connection so that no data is stored or company application processing occurs on the employee’s 
personal device.  The “walled garden” or “corporate sandbox” method segregates the organization’s data and applications 
within a secured partition in the personal device, thereby ensuring that personal data and applications do not intermingle 
with those belonging to the organization.  Finally, limited separation, the least secure approach, permits the commingling of 
organizational and personal data and applications but still employs and enforces minimum security controls and policies.
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This Client Alert is a source of general information for clients and friends of Ingram Yuzek Gainen Carroll & Bertolotti, LLP.  
Its content should not be construed as legal advice, and readers should not act upon the information in this Bulletin without 
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Douglas Pulitzer became counsel to the firm in 2010. Douglas has practiced law for over 20 years and has expertise 
concentrated in technology, ecommerce, mcommerce, social media, privacy, information management and intellectual 
property law (collectively, “Expertise”). He represents a broad range of clients, from start-up entrepreneurs to multinational 
corporations.

He has enjoyed a wide variety of legal experiences over his career that have provided him with a unique perspective and legal 
skill set, including work at a large Wall Street law firm, in-house experience at both a Global financial services firm and a 
revolutionary beverage company, and the entrepreneurial endeavor of running his own law firm.

Douglas has extensive experience in structuring, drafting and negotiating a wide range of transactions in matters related to his 
areas of Expertise which include: advising companies on issues of moving to a Web 2.0-based environment and implementing 
an ecommerce and mcommerce infrastructure, social media issues, privacy and data security assessments, compliance and 
policies, including cross-border data transfers and the strategic collection and management of personal information assets; 
CAN-SPAM, COPPA, HIPPA, HITECH, PCI DSS and GLB; creation and structuring of strategic alliances, joint ventures and 
other partnership arrangements; complex licensing and cross-licensing agreements; design, development and distribution 
agreements; service level agreements; agreements for technology-related services; data center lease agreements; co-location 
agreements; procurement (government and commercial for both tangible and intangible items); outsourcing transactions, 
including help desk, planogram, category management, cloud computing, and software as a service; open source issues, 
marketing and co-branding agreements; publishing and collaboration agreements; and strategic intellectual property and 
information asset purchases, sales, use, transfer, management and protection.
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Organizations implementing a BYOD strategy then need to develop specific policies and procedures governing BYOD 
administration and management.  To reduce liability risk, an organization must carefully analyze its existing policies to 
determine how they relate to and impact their employees’ use of personal devices for business purposes.  Policies that may 
be relevant include: acceptable use, mobile device security, encryption policies, password, anti-virus, privacy, wireless access, 
remote working, data classification, social media, incident response, compliance and ethics, records management, litigation 
holds and human resource policies.

Ultimately, this analysis should ensure that important BYOD issues are adequately addressed, and the organization’s internal 
policy framework is relevant and consistent. 
Potential BYOD policy framework choices include:

Relying on and/or modifying existing policies to address BYOD issues;

Creating a stand-alone BYOD policy;

Creating a separate BYOD policy, but cross-referencing it to and relying upon relevant existing policies.

Regardless of the BYOD policy framework choice, in many cases existing policies will need to be modified (from subtly to 
overhauls) to ensure that they adequately address the risks associated with BYOD and strike a balance that works for the 
organization.  If there are inconsistencies between different sets of policies, organizations need to be ready to explain them.

In the next article (Step Two) we will address fundamental BYOD policy provisions, (e.g. expectations of privacy, key 
definitions, investigations, incident response, device and data access, responsibility for loss, damage and loss of use).


